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Multi-modal machine learning

Q: Where is the bag?

A: On the table

» Visual Question Answering: Answering natural language questions
based on the contents of a presented image
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Multi-modal machine learning

User A “Q: Where is the bag?”
“A: On the table”

Model
Training

“Q: How many people
User B are on the right?”
“A: 2”
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More robust decentralized multi-modal learning

User A “Q: Where is the bag?”
“A: On the table”

Model

Training

Privacy
Barrier

Training

05

“Q: How many people
User B are on the right?”
“A: 2”
» The collected vast amount of user data for training raises critical privacy concerns.

» Transferring and aggregating the knowledge from these individually learned models

is crucial for achieving the training goal across the entire data distribution.
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Decentralized VQA

Methods Shared Data Shared Model Learning Framework Loss Function
MMNas v v Single fusion Cross entropy

QICE v v Single fusion Contrastive |oss
aimNet X v Federated Learning Cross entropy
BiCSL (Ours) X X Split Leaning Contrastive loss
» Existing decentralized methods I @ Update @ Update |
depend on learned model weight Input Image | | T --.,H---.[  Task: FickiaOk Dataset } Output 1
Shanng for Task 1 \\ Extractor ”: or Image Captioning Decoder
' \ /| D
\ I 3 - -
> However, sharing a complete model |  PonzonGlcedeaiad Lediming
results in adversarial attacks and Input Image i _,[ Task2: MSCOCO Dataset ]_. Output 2
inefficient training due to for Task2 Extiactor -
g T @ Update 1\ Cilpels

constrained client resources.
aimNet [Liu et al. AAAI 2020]
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Split Learning for model privacy

—— Forward propagation ~ Server i

i ------- Backpropagation
: f, Global Model )
i |"9 Component J.
- : ~ - ~Client !
f. 1Client Model f Client Model -
! " Component ¢.2 Component
AN Y, \_ Y,
Input Data Label

__________________________________________________________

(a) Split Learning

Unidirectional, sequential

Activations: fc1 = fg = fe2
Gradients: fc1 < fg < fe2
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Split Learning for model privacy

—— Forward propagation ~ Server i
------- Backpropagation \

| £, Global Model w
i |"9 Component Jq..__.._.__

[

1 [
_______________ b ]
""""""" -
e 2 e N Client |
f. 1Client Model f Client Model -

" Component ¢.2 Component
o J N\ J
Input Data Label

__________________________________________________________

(a) Split Learning

Unidirectional, sequential

Activations: fc1 = fg = fe2
Gradients: fe1 < fg < fe2

AAAI 2024



BIiCSL vs. Split Learning

— Forward propagation Server

Contrastive Learning

i w ------- Backpropagation E E E
: Global Model : ! Global Model Global Model :
] f 1 1 f 1 f 2 !
i |"9 Component J‘ : i ["9>Component 9 Component :
L N ~\Client! i ¢ N * — Client |
. |f, ,Client Model f Client Model \ |f, Client Model f Client Model ,
' |~ Component 2 Component : i |~ Component 2 Component !
AN Y, g Y, i AN Y, - Y, i
[ ) ( ) L( ) ( Text Input with a )
L Input Data J \ Label ] | Input Data J | Semantic Notion | |
(a) Split Learning (b) Bidirectional Contrastive Split Learning
(BiCSL, ours)
Unidirectional, sequential Bidirectional, concurrent
Activations: f:1 = fg = fe2 Activations: fe1 = fg1 fez 2 fy2
Gradients: fc1 < fg < fe2 Gradients: fc1 < fg1 fe2 < fg2
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Bidirectional Contrastive Split Learning

Client-side

Clienti p® Client-Side

Server-Side

1 Model Components
| earnin g \ APN Model Components VapN _— P
y > L
Answer “On table”? | NN | <—-_--- — ~
oL :
06L1a ---=- |
NHA
Multi-Head Attention LQiAy |hQiAz | o [hQiAs
UMHA
A
______ vNHA 1,Q24; |1,Q24; 1,Q245
Value Query oL
| ek ] 9Onma
I5QpA; |I5QpA, .. |lzQsAp
Image
& Contrastive Learning
Vision Encoder  Text Encoder
Grrr———— % t
. “Where is the qa ]
Question bag?” i
! Orras ONHA
1
! |
| 0apN, OMHA i
v v
.- Client j c
rivacy
Barrier pU Client-Side v Server-Side
Model Components T %L_ T Model Components

DD ADY = ¢

¥~ Server-side
learning

» A multi-modal model is decoupled into representation modules and a contrastive
module for inter-module gradients and inter-client weight sharing.
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Bidirectional Contrastive Split Learning

Clienti p® Client-Side LTA Server-Side
APN Model Components Model Components
Yy VAPN ULTA r

Answer ______ *____b ]

oL :

|

061.1a -----
NHA
Multi-Head Attention LQiAs [1QiA; | .. |hQ:As
UMHA
.
______ UNHA 1,Q:41 |10, 1,0:4
Value Query oL
[ Ky 0 06NHA
I5QpA; |I5QpA, 5QpAg
I
e Contrastive Learning
Vision Encoder  Text Encoder
) * % t
“Where is the ! . . !
Question _ i .
bag?" Client-side  Oura B Server-side
¢ i ' I ' :
ouen oun. — WEIGt sharing | weight sharing
lient j
Privacy Client j v — AL
Barrier DU Client-Side N Server-Side
Model Components T %L_ T Model Components

VﬁD(i)" np» =g

» A multi-modal model is decoupled into representation modules and a contrastive
module for inter-module gradients and inter-client weight sharing.
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Cross-modal contrastive learning

« Contrastive learning disentangles similar and

dissimilar pairs of data points within a batch B:

LTA Server-Side
Model Components
VAPN vLTA
L
A= = - -
oL |
|
0011A *«—=——-== J
NHA
014, (014, o |h@i4p
UMHA
= = = - - - ’UNHA 1,QA; (024, Q245
0L
aHNHA Positive Image
IpQpA; |IgQpA2 | ... |IgQp4Ap
Anchor .
Negative Contrastive Learning Question

> Contrastive loss [Radford, 2021]

r— Z log eXp(UNHA i " Uia Z/T)
Z] 1 1[]7&2] eXp(vNHA 7 vszl/T)

o Given VNHA,i

o {vimajlj =1} as the positive pair

o {Vitaj ] # i}j-; as the negative pairs

bag?”

)
“Where is the

Before training

UNHA 0

20 40 60 80 100 120

After training

20 40 60 80 100 120

ULTA ULTA
- Dot product
Answer “On table”
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Weight sharing for module update aggregation

LTA Server-Side

Clienti p® Client-Side
APN Model Components v _— Model Components
APN
R
oL |
0017a ----- |
NHA
Multi-Head Attention LQ:A; [LQ:A LQ:A
UMHA
v
Value Query 4__6,_/;__ UNHA LQ:A, |BQ:A QA
| Ry o 06NHA
Image | R elr
y ) Vision Encoder ~ Text Encoder
Wh the | *a 1 !
. “Where is the . . i )
Question | bagr Client-side i Server-side
) . 1 OLras Onma —
t i i ;
{ouen. 0 |[+— WeIGNt sharing f | weight sharing
Privacy Clientj — AL
Barrier DO Client-Side v Server-Side
B \‘\ Model Components ‘- %E - Model Components
E ’ﬁl\,’:
DO ADPY =¢
'
» At every epoch, aggregate updates to enhance the global model's performance.

NG

1 k
> 86t= EZkE {1 ,2,...,K}( t_l_l_eg )), for a mOdel Component fl'Om {GAPN, eMHA, GNHA, GLTA}.
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Evaluation

Contrastive learning (%)

VQA Models
Overall Yes/No Number Other
. BAN 3623+ 053  6690+071 1271+032 1911+ 047
Centralized
BUTD 4508 +0.64 75824082 2927 4+053 2586+ 041
MFB 4698 +058  73.95+0.77 3281 +049  30.20+ 0.38
MCAN-s 5318+ 0.61 81.06+0.78 4195+ 046 3493+ 0.35
MCAN-| 5332+ 055 8121 +073  42.66+039 3490+ 042 .
+ Privacy
MMNas-s 5154+ 057 7806+ 0.79 3976+ 044 3446+ 036
guarantee
MMNas-| 5382 +0.53 8006+ 0.72 42.86+037 3675+ 039
VQA-v2 [Agrawal, 2017]
« Training: 83k images, 444k questions BiCSL (%)
. . . . VQA Models
« Validation: 41k images, 214k questions Overal Yes/No Number Other
BAN 3511 + 0.68 6384+ 054 11.06+025  19.61+ 0.36
BUTD 40.96 +0.76 6698 +062  13.34+035  28.74+ 047
Transferred MFB 4243 +0.72 6865+ 058  2333+041 2752+ 052 <—
knowledge MCAN-s 4842 + 068  7493+054  30.88+037  32.89 + 049
MCAN-| 4844 + 062  7744+048  30.72+032 3201+ 044
) i MMNas-s 4514+ 069 7055+ 053  28.04+ 039  30.33+ 0.48
Two non-overlapping 7
MMNas-| 49.89 + 061  7485+047 3688+034 3433+ 041
subsets
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Robustness against adversarial attacks

Liu et al. 2018, Sun et al. 2023

Perturbations in images and
malicious tokens at the end of
guestions trigger incorrect answers

I

I

Generated |
trojan trigger

adv

Q: Is there a dog in this picture? Q: What is this photo taken looking through?

Trojan token: picture — frame Trojan token: through — filing
A:yes — no A: net - hat
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Robustness against adversarial attacks

100
s Single fusion » Stronger robustness
Split Learning

80 - BicsL > Self-supervised learning increases the
> difficulty of generating effective Trojans
2 60 54.1
0 48.9 : .
2 » Incomplete information about the target
7 40 37.1 282 model degrades the attack success rate
= 28.1

23.2
20
0 0 0.1 0
Number Yes/No Overall
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Conclusions

* Proposed Bidirectional Contrastive Split Learning (BiCSL) to address the
decentralized learning of multi-modal models

« BICSL can achieve competitive performance compared to a centralized method,
while ensuring privacy protection and robustness against adversarial attacks

» For future research, approaches like differential privacy can be used to secure
the activation and gradient sharing between modules

« Extend the BiCSL framework for online continual learning
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